Technology Area

DEFINITION

Name Hardware and System Software Maintenance

Hardware and System Software Maintenance controls are used to monitor the
o installation of, configuration and updates to, hardware and software to ensure
Description that the system functions as expected and that a historical record is
maintained of changes.

. Implementing hardware and system software maintenance controls
Rationale contributes to systems functioning as intended, in a secure manner.

e Establishes a change management system and managerial approval to
document:

0 Who will perform maintenance and repair activities

0 Who performed maintenance and repair activities

0 When maintenance and repair will be preformed

0 Procedures for performance of emergency repair and
maintenance

0 The monitoring of installations and updates to hardware and
software

0 Prevents unexpected changes that may cause security breaches

Benefits

e Establishes management of hardware and system software warranties
and upgrade policies
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