Appropriate Use – Free GIS Software


This document addresses the use of free desktop software.  It does not address the use of Web sites and Web applications such as Bing, Yahoo, Google Maps, or MapQuest, nor does it address the use of licensed for-fee GIS desktop software.

As a State of Missouri employee can I use free software to help me with my job?
Yes, but it is important that you understand the various software and data limitations and uses.  State of Missouri staff should understand the appropriate application and use of free GIS software and the importance of using authoritative data that is documented with metadata regardless of the software program.
What are some of the more popular free GIS software programs? 
a) ArcReader - This software works in a similar fashion to Adobe Reader.  ArcReader client software makes use of content published through another program called ArcPublisher.  The interface is similar to the licensed for-fee ArcGIS Desktop software, allowing users to view raster imagery and vector data.  It enables rich data symbology, labeling, and visualization, including a swipe tool that allows users to quickly visualize changes in the landscape over time when multiple layers of imagery are included in published content.  It also allows search and display of attribute data, measurement tools, and the ability to make redline markups which can be saved and shared.

b) Google Earth* – This software allows you to view raster imagery and vector data, measure distances, add shapes, and add your own data provided it is in .kml or .kmz format.  Google Earth includes a tool that allows historical imagery viewing to assess change over a period of time.  Google Earth can only read data in .kml and .kmz formats.  Metadata can not be included in these files and is not available to the user.  Google Earth also has limits on the amount of data that can be viewed due to hard limits on the amount of memory and disk cache space available to the program.
c) ArcGIS Explorer - This software is similar to Google Earth but has much more functionality, particularly in its ability to utilize data and services in all Esri formats, text files, geotagged photos, and GPS data in addition to the .kml and .kmz formats used by Google Earth.  It has routing functions including directions, has measurement and buffering tools, and the ability to add shapes that can be saved and shared.  It also has swipe and transparency tools, allowing users to quickly visualize differences between multiple layers.  ArcGIS Explorer also allows users to switch between numerous basemaps, similar to changing between what many popular Web sites call "satellite" and "map" or "street map".
*GIS software other than that provided by Esri would need to be reviewed and approved by ITSD-GIS.  ITSD-GIS does not support other desktop GIS software.
Why can't I do whatever I want with free map software?
It’s about accountability.  State of Missouri staff are accountable for maps, analyses, and decisions supported through the use of any GIS software and data.  Therefore, the organization and the individual are accountable for decisions that are directly or indirectly derived from free mapping software and data, and should be prepared to answer for their actions that impact products, decisions, and policies.

It is important for State of Missouri staff using free GIS software to understand appropriate use thresholds.  Each of us should understand when it would be time to transition from free mapping software and rely on GIS staff or other expertise, including other geospatial data sources.
What are the key factors I should pay attention to when deciding what I can and can't do with free GIS mapping software?
Terms of Service/Restrictions on Use: Make sure you understand the Terms of Service, if applicable. The most important items to understand when using free software are:
1) What right do I have to the content?

2) What uses can the provider make of my content?

3) How can and can’t I use the service?

4) Is there a time or usage constraint on how long I can use this free version before I need to purchase a full licensed version?
Data and metadata: if you are making decisions, developing data or outputs, or creating presentations that use maps, it is important that you understand the data you are using to create your maps and the metadata (who, when, where, what, and how) associated with the data.  Whenever you use any data with any software, it is important that the data displayed in the map is documented (i.e. has metadata) so that you understand who created it, when it was created, how accurate it is, and what that data represents so that you can have confidence that you are using data appropriately. You need METADATA for the data you use.

Can I store data on some of the free cloud services that are now available?

No, storing GIS data within unapproved cloud services is forbidden. This is an issue as data could be compromised if the provider does not have the proper security procedures and processes in place.  Another concern of cloud GIS is the lack of control you may have over the way your data is used, displayed, manipulated and analyzed. To add a new function or layer may not be as simple as just loading a new dataset on to the server.  If you have any questions related to the security issue please contact the Information Security Management Office (https://cybersecurity.mo.gov/contact/).
Examples of when it is generally okay to use undocumented data.
1) You want to find or navigate to an address or coordinate pair to get a vague idea of the location.
2) You want a rough estimate of the coordinates of a feature.
3) You want to learn about an area to better understand the surrounding landscape.
4) You want to create and export a map for personal or internal-only use.
5) You want to visualize some GPS data you've collected to view approximate locations on the landscape.
6) You are supported by local GIS professionals who agree to work with your undocumented data to verify its accuracy.
7) There is no authoritative, documented data source.
Examples of when authoritative, documented data are required
1) You want to create and insert cartographic map products into publications, reports, or web pages that will be used in decision making or be made available externally.
2) You want to capture map images and insert into a presentation to be used with your external partners, or the public.
3) You want to use GIS software and data to make decisions that will become part of an administrative record.
4) You want to use GIS software and data to develop maps, derivative data, or analyses that may become direct evidentiary information to support a law enforcement case.
5) You want to create and author data.
6) You want to “verify” a GIS analyses or map in a report that uses data that have insufficient or no documentation whatsoever.
Remember…
There are many factors one should use when selecting which software and data is best for each situation. If in doubt or uncertain, always consult with knowledgeable GIS staff.

When querying, analyzing, or mapping information from any software product, staff are responsible for understanding each data source and their limitations/appropriate use OR each staff person should use data that is being distributed through official State of Missouri gateways, servers, or other sanctioned data sources.
Questions? 

Contact the Information Technology Services Division (ITSD-GIS) at MO.GIS@oa.mo.gov
I have reviewed and understand the use policy: _______________________ ____________
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