COMPLIANCE COMPONENT

DEFINITION

Name Cryptography for VPN

Cryptography for Virtual Private Network (VPN) uses Internet Protocol Security (IPSec) as a
method of securing public network traffic to provide data confidentiality and integrity for
remote and mobile users.

Description

A public network such as the Internet accessed by cable or DSL, is inherently not secure. A

Rationale

VPN enables two or more parties to communicate securely across a public network by
creating an encrypted private connection, or “tunnel,” between them.

Benefits .

e |PSec provides confidentiality and integrity over public network
IPSec minimizes network threats such as replay, interception, packet sniffing,
wiretapping, or eavesdropping
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e The approved protocol for VPN is the IPSec standard.

e The encryption used should be Transport Layer Security (TLS) or Advanced
Encryption Standard (AES).

e |IPSec must be combined with two-factor authentication.
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