
COMPLIANCE COMPONENT 
 
  
 

DEFINITION 
Name Cyber Security User Awareness 

Description 

Cyber Security Awareness is the users’ understanding of their individual security 
responsibilities.  It does not include an in-depth understanding of security practices, but is 
designed to provide a minimal level of awareness.  This includes all users who use the 
enterprise computing system. 

Rationale Educating users in cybersecurity becomes an increasingly important issue in protecting 
state resources as threats to state information and resources increase over time.  

Benefits 

• Helps educate users on the proper usage of state resources according to agency 
policy 

• Helps prevent user error due to lack of knowledge 
• Enables management to hold users responsible for their actions 
• Helps protect information and computer assets  

ASSOCIATED ARCHITECTURE LEVELS 
Specify the Domain Name Security 

Specify the Discipline Name Operational Controls 
Specify the Technology Area 
Name  

Specify the Product 
Component Name  

COMPLIANCE COMPONENT TYPE 
Document the Compliance 
Component Type Guideline 

Component Sub-type  

COMPLIANCE DETAIL 

State the Guideline, Standard 
or Legislation 

All users who utilize state-owned systems should complete monthly Cyber Security 
awareness training. This does not include public access to state websites. Cyber 
Security awareness training must be documented. This document will be reviewed 
annually. 
 

Document Source Reference # NIST Special Publication 800-50 – Building an Information Technology Security 
Awareness and Training Program (Oct 2003) 

Compliance Sources 

Name 

National Institute of 
Standards and Technology 
(NIST), Computer Security 
Resource Center (CSRC) 

Website http://csrc.nist.gov/ 
 

Contact Information inquiries@nist.gov 

Name  Website  

Contact Information  

http://csrc.nist.gov/
mailto:inquiries@nist.gov


KEYWORDS 
List Keywords  

COMPONENT CLASSIFICATION 
Provide the Classification  Emerging      Current      Twilight     Sunset 

 Sunset Date  

COMPONENT SUB-CLASSIFICATION 
Sub-Classification Date Additional Sub-Classification Information 

  Technology Watch   

  Variance   

  Conditional Use   

Rationale for Component Classification 
Document the Rationale for 
Component Classification  

Migration Strategy 
Document the Migration 
Strategy  

Impact Position Statement 
Document the Position 
Statement on Impact   

CURRENT STATUS 
Provide the Current Status  In Development      Under Review      Approved     Rejected 

AUDIT TRAIL 
Creation Date 05/12/2005 Date Approved / Rejected 09/27/2007 

 Reason for Rejection  

Last Date Reviewed 03/14/2023 Last Date Updated 03/16/2023 

 Reason for Update  
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