COMPLIANCE COMPONENT

DEFINITION
Name Administration
Administration of a database consists of managing the database. This would include
Description build_in_g and maintaining the database, ma_naging the performance o_f 'Fhe database gnd
providing for backup and recovery processing. The Data Base Administrator (DBA) is also
responsible for maintaining the integrity and security of the database.
The State receives data from multiple sources and there is a need to organize the data so
that it is accessible to the authorized stakeholders. The database administrators (DBA)
. within the different departments of the State are charged with the tasks of the administration
Rationale . . T . : . .
of their respective databases and maintaining data integrity and data security during the
distribution of that data that is to be shared by multiple agencies. The DBA follows state
database management best practices.
e Ensures the data's integrity and relevance (enforcement)
e Ensures a stable environment (database structure, access)
e Ensures data reliability (backup/recovery, retention)
Benefits e Ensures data availability (making sure users can get to the data when it's needed)
e Ensures protection of sensitive data (security)
e Ensures proper access to data (authorization)
e Ensures efficient access to data and storage of data (performance)
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State the Guideline, Standard
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Building and maintaining the database — the DBA is charged with the task of
setting up the database and using best practices to maintain the database and its
extensibility. These practices will vary depending on the type of platform the
database is using.

Monitoring and documenting the performance of the database — the DBA must
monitor the performance of the database to provide the most efficient means of
availability to that database by the users. The DBA must also keep accurate
documentation of the monitoring process to track the performance of the database
and scale it as necessary.




Providing backup and recovery processing — the DBA must ensure business
continuity and protection of mission-critical data by developing backup and
recovery processes that meet or exceed the business needs.

Maintaining integrity — the DBA must maintain accurate, uncorrupted data in the
database to ensure good performance and data integrity for the user.

Maintaining security - the DBA must be able to provide for authentication of users
entering the system, authorization of users to the data on the system, protection of
the data from outside sources (hackers), issue tracking and other procedures that
might include encryption of data.

Ensuring availability and readiness — The DBA must have plans, strategies, and
technologies in place to ensure that the databases are available when needed by
all stakeholders.
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