STATE OF MISSOURI
OFFICE OF ADMINISTRATION
DIVISION OF PURCHASING

NOTIFICATION OF STATEWIDE CONTRACT

Date: December 8, 2015

CONTRACT TITLE: Document Destruction and Disposal

CURRENT CONTRACT PERIOD: January 1, 2016 through December 31, 2016

Original Contract Period: January 1, 2016 through December 31,
2016
RENEWAL INFORMATION: Renewal Options Available: | Two
Potential Final Expiration: December 31, 2018
Molly Hurt
BUYER INFORMATION: (573) 751-8900

Molly.Hurt@oa.mo.gov

ALL PURCHASES MADE UNDER THIS CONTRACT MUST BE FORUBLIC USE ONLY.
PURCHASES FOR PERSONAL USE BY PUBLIC EMPLOYEES ORRICIALS ARE PROHIBITED.

THE USE OF THIS CONTRACT IPREFERRED FOR ALL STATE AGENCIES.
Local Purchase Authorityhouldnot be used to purchase supplies/services included
in this contract unless it is determined to bthimbest interest of the State of Missouri foraestgency to
obtain alternative services elsewhere.

The entire contract document may be viewed andagatifrom the Division of Purchasingisvarded Bid & Contract
Document Sear ch located on the Internet at

http://oa.mo.gov/purchasing

~ Instructions for use of the contract, specifioas, requirements, and pricing are attached ~.

CONTRACT VENDOR VENDOR INFORMATION MBE/ COooP
NUMBER NUMBER WBE PRl\(/?(E:li_I?E-

OnSite Mobile Document Destruction of
Missouri, LLC

PO Box 238

Camdenton, MO 65020 No Yes
Contact Person: Diane K. Oltmann

Phone: (573) 873-5915
Email: onsitedoc@charter.net

CS160064001 | 4318895140 1

Counties Awarded:
Central Region — Carroll, Chariton, Randolph, Monroe, Saline, Howard, Boone, Audrain, Callaway, Montgomery, Pettis,
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CONTRACT VENDOR VENDOR INFORMATION MBE/ COOP

NUMBER NUMBER WBE PROCURE-
MENT

Cooper, Moniteau, Cole, Osage, Gasconade, Benton, Morgan, Miller, Maries, Camden, Pulaski, Phelps, Laclede, and
Dent Counties

T2 Holdings, LLC
3052 S 24" st

Kansas City, KS 66106 No Yes
CS160064002 | 1137913230 0 | Contact: DJ McDaniel

Phone: (913) 327-8889

Email: djmcdaniel@proshred.com

Counties Awarded

Northwest Region — Atchison, Nodaway, Worth, Harrison, Holt, Andrew, Gentry, Dekalb, Daviess, Buchanan, Clinton
and Caldwell

Greater Kansas City Region - Platte, Clay, Ray, Jackson, Lafayette, Cass, Johnson, Bates, and Henry
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STATEWIDE CONTRACT HISTORY

Thefollowing summarizes actions related to this Notification of Statewide Contract sinceitsinitial issuance. Any
and all revisions have been incor porated into the attached document.

Contract Issue Summary of Changes
Period Date
01/01/16- 12/8/15 I nitial issuance of new statewide contract
12/31/16
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1. PRICING

OnSite M obile Document Destruction of Missouri, LLC
Contract CS160064001

CENTRAL REGION

Consists of the following counties: Carrol, Chariton, Randolph, Monroe, Saline,

Howard, Boone, Audrain, Callaway, Montgomery, Pettis, Cooper, Moniteau, Cole,
Osage, Gasconade, Benton, Morgan, Miller, Maries, Camden, Pulaski, Phelps, L aclede,
and Dent

WEIGHT CATEGORY FIRM, FIXED PRICE
per pound
0-500 POUNDS $0.12
OVER 500 POUNDS $0.10
FIRM. FIXED MINIMUM
DESCRIPTION CHARGE
MINIMUM CHARGE $30.00
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T2 Holdings, LLC
Contract CS160064002

GREATER KANSASCITY REGION

Consists of thefollowing counties: Platte, Clay, Ray, Jackson, L afayette, Cass, Bates,

and Henry

Gentr

LINE EET GATEEORY FIRM, FIXED PRICE
ITEM per pound

4 0-500 POUNDS $0.00

5 OVER 500 POUNDS $0.09
LINE FIRM, FIXED MINIMUM
ITEM DESCRIPTION CHARGE

6 MINIMUM CHARGE $30.00

NORTHWEST REGION

Consists of the following counties: Atchison, Nodaway, Worth, Harrison, Holt, Andrew,

, Dekalb, Daviess, Buchanan, Clinton, and Caldwell

LINE WEIGHT CATEGORY FIRM, FIXED PRICE
I TEM per pound
13 0-500 POUNDS $0.00
14 OVER 500 POUNDS $0.09
LINE FIRM, FIXED MINIMUM
ITEM DiECRlE e CHARGE
15 MINIMUM CHARGE $55.00
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The Division of Purchasing has awarded Contracts60864001 through CS160064002 in accordance watholfowing
requirements:

2. CONTRACTUAL REQUIREMENTS
21 General Requirements:

2.1.1 The contractor shall provide document destructiod disposal services for any agency of the Statdisouri
(hereinafter referred to as the state agency);déoralance with the provisions and requirementgdtaérein.

a. For purposes of the contract, a state agency bbhallefined as a division, section, bureau, offwegram,
board, regional/district office, etc., that existghin a department of Missouri State GovernmeRbr the
purposes of this document, this shall also incltide University of Missouri system and the Judigabl
Legislative branches of the State of Missouri.

b. The contractor shall provide services in the regiaarded as specified the Notice of Award issuedhby
Division of Purchasing.

2.1.2 The contractor shall destroy and dispose of doctsn&rhich shall include, but not necessarily betkohto, any
or all of those items listed ohttachment 2. For purposes of this document, the tédocuments” shall be used
to define those items to be destroyed.

2.1.3 The contractor shall perform all services duringnmal State of Missouri hours, which are typicaltp@a.m. to
5:00 p.m., Monday through Friday, excluding Offlciate Holidays.

2.1.4 The contractor shall perform all services to thie satisfaction of the state agency.

2.1.5 The contractor shall understand that the state gggen designee shall, at any time throughout thetrect,
accompany the contractor during any collection Jihguweighing, or destruction process being conedidy the
contractor. The contractor shall not restrictroany way limit the state agency’s right or abilityoversee any
and all services provided by the contractor.

2.1.6 The contractor shall provide the services on ameeded, if needed basis. The State of Missours cho
guarantee any usage of the contract whatsoeveg.cadtitractor shall agree and understand that thieaed shall
be construed as a preferred use contract but sbale construed as an exclusive arrangement.eredfuse
means that any state agency needing the servioetdsise the established contract unless it isrehitbed to be
in the best interest of the State of Missouri fetate agency to obtain alternate services elsewher

2.1.7 The contractor shall participate in the State ofdduri’s Cooperative Procurement Program. Theraotar shall
provide document destruction and disposal servEesdescribed herein under the terms and conditions,
requirements and specifications of the contraciuuting prices, to other government entities incadance with
the Technical Services Act (section 67.360, RSMohiclv is available on the internet at:
http://www.moga.mo.gov/mostatutes/stathtml/0670@003html) The contractor shall further understand and
agree that participation by other governmentatltiestis discretionary on the part of that governtakentity and
the State of Missouri bears no financial respohsildor any payments due the contractor by suchegomental
entities.

2.2 Specific Requirements:

2.2.1 The contractor shall perform document destructenvises on-site at each applicable state agendytyfamn an
as needed, if needed basis or on a regular sclikdakis, as mutually agreed upon between the abotrand
each applicable state agency.

2.2.2 The contractor shall provide the document deswucservices by no later than five (5) working dayer a
request for service is made, or by the date mytaglieed upon between the state agency and thexcamt The
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2.2.3

224

2.25

2.2.6

state agency shall request services by telepharepf other method as agreed upon between theactot and
each state agency.

The contractor shall understand and agree thabthie of Missouri requires flexibility in the argements and
methods for the collection of documents on a bogdio-building and case-by-case basis. The cawtrahall
coordinate and work in good faith with each stajerey and designee in seeking and obtaining tleegements
and methods of collection.

If requested by the state agency, the contractal skipply locked security containers for the odilen of
documents in the size(s) and quantity specifiedhigyapplicable state agency. The contractor ghallide all
containers free of charge.

a. Each container shall have a drop-slot and a kelelddeadbolt. The contractor shall place eachagogt in
the location requested by the state agency, prdvidat placement is in accordance with applicabvke f
codes.

b. The contractor shall clearly mark containers faitintended use.

c. The contractor shall not limit the number of conéas at any particular state agency site. Howafer,
containers are requested, the state agency esdinttete approximately one (1) 40-45 gallon, or estad
size of 36" x 20” x 19.5”, container may be reqdifer every 25-30 employees. The state agencyudesi
shall notify the contractor if it is determined tldifferent sizes or additional containers are negi The
contractor shall coordinate and work in good faitlth each state agency designee in determining the
number and size of containers required.

d. The contractor shall retain ownership of the cordes. The contractor shall agree that the Stakdisgouri
shall not be responsible for any liability incurdeg the contractor or the contractor's employeésiray out
of the possession, use, maintenance, deliverysmetind/or collection from the containers providsdthe
contractor.

In most cases, documents to be destroyed will lzelatked storage area at the state agency facilityerefore,
the contractor, with accompaniment by a state ageesignee, shall transport the documents on cartgher
method from each storage area to the contractanskton-site. The contractor shall load and unlaédd
documents without assistance from state agencyipees

a. The contractor shall handle and transport all demisiin covered containers to insure that no remoloist
or mislaid en route.

1) In the event the state agency does not have thentds in covered container(s), the contractor shal
make every effort to ensure that no record isdoshislaid en route.

b. If requested, the contractor shall remove and/spake of all cardboard boxes that were used t@uotite
documents. The contractor is encouraged to reusscycle all cardboard boxes.

The contractor shall collect all documents fromdentified location, weigh all documents using ditied scale,
destroy completely, and provide the state agendh wi Certificate of Destruction and weigh tickeAt a
minimum, the Certificate of Destruction must inauthe name and address of the state agency fadétg of
service, description and weight of documents dgsttpservice representative name, and truck number.

a. The contractor shall destroy all documents to aimam size of no greater than particles one squasie. i
However, if requested by the state agency andeifctimtractor is capable (as specified in Exhibit tBg
contractor shall destroy documents to a maximum 6i5/16".

b. The contractor shall clean up the immediate docurdestruction area and ensure that all loose nadteri
particles collected and removed each time docunhestruction services are performed.
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2.2.7

2.2.8

229

2.2.10

2211

2.2.12

23

2.3.1

Confidentiality: Due to the sensitivity of the dmaents being destroyed, the contractor shall mstlaie any
information obtained from the documents in the ¢wBe contractor observes any such documents dtnieg
course of pick up and document destruction. Funtbee, to the extent the contractor may have adoeasy

report, tax return, or other information receivgdaostate agency in connection with the administnasf the tax

laws of the State, the contractor specifically shamply with the section 32.057, RSMo. Any persoaking

unlawful disclosure of information in violation such section shall, upon conviction, be guilty oflass D

felony. Therefore, as the need for confidentialitgtates, the contractor shall agree and undeatgtaat either of
the following may be required; however, the deteation of what is required shall rest solely ondtete agency
designee.

a. The state agency designee shall witness the ddetrf the confidential documents.

b. The contractor shall agree and understand thalisdussions with the contractor and all informatyamned
by the contractor as a result of the contractogidqggmance under the contract shall be confideatial that
no reports, documentation, or material preparecegsired by the contract shall be released to th#igp
without the prior written consent of the state axyen

c. The contractor shall submit a letter to the applieastate agency office guaranteeing that the denfiality
of all such documents were maintained from the tirheollection until the documents were destroyad a
that none of the documents were read or copiechéycbntractor or contractor's personnel prior tohsu
destruction.

d. If required by the state agency, the contractor amg required contractor personnel must sign sigecif
documents regarding confidentiality, security, ¢hev similar documents upon request. Failure ef th
contractor and any required personnel to sign siocduments shall be considered a breach of coraratt
subject to the cancellation provisions of this duent.

The contractor’s personnel assigned to performigeswinder the contract must, at all times, wepheato 1D
badge and uniform, which reflects the contractoompany name. In addition, the contractor’s pansbshall
sign in and out on a log provided by each state@age

a. The contractor shall sign a signature log each tseevices are required to attest that all confidént
documents have been destroyed. The signaturéhtmgdshave the date, time, and location when dootme
destruction was completed and must also be cougmed by the state agency designee. The signkigre
must be maintained at each participating state@gand made available for federal/state audit pggpo

The contractor and each of the contractor’'s permsioassigned to work with confidential documents niave a
security clearance approved by the utilizing stafency and sign a statement of confidentiality got@eing non-
disclosure of information in order to provide sees under the contract.

a. The contractor must obtain each of the requiredrdégaclearances from the State Highway Patrol.

b. The confidentiality statement shall be designeglémented, and maintained by the contractor.

If requested, the contractor shall replace anygmersl with whom the state agency is not satisfied.

The contractor shall recycle destroyed documeratisate recyclable. As an incentive for the contnato lower
prices, the contractor may keep all funds recefuioh the sale of the recyclable documents stategime

Unless otherwise specified herein, the contrackall sfurnish all material, labor, facilities, equient, and
supplies necessary to perform the services reqhizesin.

Missouri Statewide Contract Quarterly Usage Report:

The contractor shall submit a Missouri Statewidet@art Quarterly Usage Report to the Division ofdhasing
which shall provide the Data Element informaticstdd below:
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2.3.2

2.3.3

234

24

Data Element Description

Contractor Name Contractor name as it appearseoodhtract.

Statewide Contract Statewide contract number as listed on the covge péyour contract with the
Number State of Missouri.

Report Contact Name Name of the person completiagégport on behalf of the contractor.

Contact Phone Number Phone number for the persmpleting the report.
Contact Email Address Email address for the pecsonpleting the report.
Date Report Submitted Date the Missouri Statewidat@ct Quarterly Usage Report is submitted to

PURCHASING.
Reporting Quarter Quarter for which the contragaeporting purchases on the contract.
Entity Type Indicate the type of entity by enterit®)' for Missouri state agency, "P" for

Missouri political subdivision, "U" for Missouri uwversity, or "O" for political
subdivision or state entity from another state.

Customer Name Customer's name. If the customembiétiple locations, please only use the
main entity name.

Product or Service Description of product or service purchased.

Description

Purchase Authorization | Purchase Authorization Number/Identifier suppligdchistomer to contractor.

Number/Identifier Enter PO or other authorization number/identifieprocurement card used, enter
"P-Card".

Contract Line Item Line item number on the contract.

Number

Quantity Delivered Quantity (i.e. excluding returo$ products delivered. Enter a quantity of "&f f
a service/project.

Unit Price Charged Unit Price Charged (i.e. exalgdiredits) for the product or service purchased.

Extended Price Quantity Delivered X Unit Price Gjeat.

The contractor shall prepare and submit the MigsBtatewide Contract Quarterly Usage Report atethe of
each calendar quarter (i.e. March 31, June 30,e8dqmr 30, December 31) for the purchases made uheer
contract during the calendar quarter. The Miss8taitewide Contract Quarterly Usage Report mustbeived
by the Division of Purchasing no later than th&' talendar day of the month following the reportipgarter
entered on the Missouri Statewide Contract Quartddage Report, unless the 15th is not a businagsrd
which case the next business day thereafter shalbhsidered the reporting deadline. Even if tiha®been no
usage of the contract during the reporting quatte®, contractor must still submit a report and ¢atk no
purchases were made.

The contractor must submit a Missouri Statewidettah Quarterly Usage Report electronically eithizing
the “Missouri Statewide Contract Quarterly Usag@d® worksheet included herein ttachment 3 which is
downloadable fromhttp://oa.mo.gov/purchasing/vendor-information utilizing another format which is Excel-
exportable. The contractor must submit the MissBtatewide Contract Quarterly Usage Report tdfollewing
email addressereports@oa.mo.gov

The contractor shall agree that the Division ofdRasing reserves the right to modify the requegisdat and
content of the Missouri Statewide Contract Quaytdssage Report by providing thirty (30) calendaysia
written notice to the contractor. The contractbalsalso agree the Division of Purchasing may aiaially
amend the contract, with thirty (30) calendar dayice to the contractor to change the timingsialomission of
the Missouri Statewide Contract Quarterly UsagedRepThe contractor shall understand and agregiftisach
an amendment is issued by the Division of Purclgaghre contractor shall comply with all contracttexims, as
amended.

Reporting and Financial Requirements:
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2.4.1 Monthly Report: By no later than the L6f each month, the contractor shall submit a mgntéport to the
Recycling Coordinator as specified below:

a. The monthly report must contain the following infa@tion from the document destruction activitiegyfro
the prior month:

1) Name and Address of the state agency

2) Date of Service

3) Weight of documents destroyed

4) Actual number of pounds of destroyed documentsatedy

b. Immediately after contract award, the Recycling @owator shall provide the contractor with the attu
monthly report to be used. A sample of the montbport is provided herein @gtachment 4.

25 Invoicing and Payment Requirements:

2.5.1 Prior to any payments becoming due under the cantitee contractor must update their vendor regfistn with
their ACH-EFT payment information at https://Miss@UYS.mo.gov.

a. The contractor understands and agrees that the StaMissouri reserves the right to make contract
payments through electronic funds transfer (EFT).

b. The contractor must submit invoices on the contr&zbriginal descriptive business invoice form andst
use a unique invoice number with each invoice stteohi The unique invoice number will be listedtba
State of Missouri’'s EFT addendum record to enabée dontractor to properly apply the state agency’s
payment to the invoice submitted. The contractay mbtain detailed information for payments isstmd
the past 24 months from the State of Missouri'dregmccounting system (SAM II) on the Vendor Seegi
Portal at:

2.5.2 https://lwww.vendorservices.mo.gov/vendorservicaes#i®efault.aspivoicing — The contractor shall submit an
invoice by no later than the #%5lay of the following month to each participatirigte agency for which services
were provided during the month.

a. Each invoice shall be itemized by date of servieember of pounds of documents destroyed, the aipéc
firm, fixed price per pound, and the total invoaraount.

1) If the minimum charge is not met for document desgton services, the contractor may invoice the
minimum charge amount (instead of the firm, fixet@ per pound) in accordance with the Pricing
Page.

2) The applicable firm, fixed price per pound shall determined based upon the total weight of the
destroyed documents.

2.5.3 Payments — For each trip to a state agency facllity contractor shall be paid for each pound afudments
destroyed in accordance with the applicable firxed price stated on the Pricing Page. In the ethen total
payment due the contractor is less than the afgdidam, fixed minimum charge stated on the Pigciage, the
contractor shall be paid the minimum charge instfdeking paid based on the per pound price. Heweéf/the
total payment due the contractor is greater tharafiplicable firm, fixed minimum charge stated b Pricing
Page, the contractor’'s payment shall be basedysmhethe per pound price.

a. Each state agency shall be solely responsible dgment for only those services requested by the sta
agency.

b. Other than the payments specified above, no othgmpnts or reimbursements shall be made to the
contractor for any reason whatsoever.

2.6 Missouri Statewide Contract Quarterly Administrative Fee:
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2.6.1

2.6.2

2.6.3

26.4

2.7

271

2.7.2

2.7.3

The contractor shall pay a one percent (1%) adtnitige fee to the State of Missouri which shalplgpto all
payments received by the contractor for all ses/ippvided under the contract. Payment of the mereent
administrative fee shall be non-negotiable.

The contractor shall pay the administrative fedhat end of each calendar quarter (i.e. March 3fe RO,
September 30, December 31). The total adminig&gdée for a given quarter must equal one perden) Of the
total payments (minus returns and credits) recebyethe contractor during the calendar quarterepsnted on
the contractor's Missouri Statewide Contract Quéartéddministrative Fee Report specified below. The
administrative fee must be received by the DivisiéfPurchasing no later than the"igalendar day of the month
immediately following the end of the calendar gemsrtinless the 15is not a business day in which case the next
business day thereafter shall be considered thinadrative fee deadline.

Payments shall be made using one of the followaugptable payment methods:

a. Check: Personal check, company check, cashier's checkjomey order made payable to the “Missouri
Revolving Information Technology Trust Fund” anchiséo the following mailing address: Division of
Purchasing, P.O. Box 809, Jefferson City, MO 65202809 OR Division of Purchasing, 301 West High
Street, Room 630, Jefferson City, MO 65101-15TFe contractor’'s payment by check shall authoree t
State of Missouri to process the check electrolyicalThe contractor understands and agrees that any
returned check from the contractor may be preseag@ih electronically and may be subject to additio
actions and/or handling fees.

b. Electronic Payment: Instructions on how to submit payments electralty by automated clearing house
(ACH) will be provided upon request by contacting the DivisibRurchasing at (573) 751-2387.

All payments of the administrative fee shall inauthe contract number on any check or transmitialichent.
However, only one contract number must be entered @wheck or transmittal document. If submitting a
administrative fee payment for more than one cahtthen a separate check or electronic paymenasasaciated
transmittal document must be submitted by the eatdr for each contract.

Missouri Statewide Contract Quarterly Administrative Fee Report:

The contractor shall submit a Missouri StatewidetCact Quarterly Administrative Fee Report to theiglon of

Purchasing which shall identify the total paymefmsnus returns and credits) received by the cotarafrom

state agencies, political subdivisions, universjtiand governmental entities in other states thertewnade
pursuant to the contract.

The contractor shall prepare and submit the Migssiatewide Contract Quarterly Administrative FespBrt at

the end of each calendar quarter (i.e. March 3i¢ B0, September 30, December 31) for total paysn@ninus

returns and credits) received by the contractoinduthe calendar quarter. The Missouri Statewidatact

Quarterly Administrative Fee Report must be reagiby the Division of Purchasing no later than t& 1
calendar day of the month following the reportingader entered on the report, unless th& ig5ot a business
day in which case the next business day theresifiall be considered the reporting deadline. Efi¢inere has

been no usage of the contract during the repodiragter, the contractor must still submit a repod indicate no
payments were received by marking the appropriaxeon the report form.

The Missouri Statewide Contract Quarterly Admirdtitre Fee Report form may be downloaded from the
following Division of Purchasing website:http://oa.mo.gov/purchasing/vendor-informationThe Missouri
Statewide Contract Quarterly Administrative Fee étes also included herein @&dtachment 5. The Missouri
Statewide Contrac@uarterly Administrative Fee Report must be suladitising one of the following methods:

* Mail: Division of Purchasing ,
P.O. Box 809, Jefferson City MO 65102-0809
OR
Division of Purchasing,
301 West High Street, Room 630, Jefferson City, M&101-1517

o Fax: (573) 526-9815
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 Email: ereports@oa.mo.gov

2.7.4 The contractor shall agree that the Division ofdRasing reserves the right to modify the requekiadat and

2.8

2.8.1

2.8.2

2.8.3

content of theMissouri Statewide Contract Quarterly Administrativee Report by providing thirty (30) calendar
days written notice to the contractor. The contiashall also agree the Division of Purchasing mayaterally
amend the contract, with thirty (30) calendar dagtce to the contractor to change the method pingat of the
administrative fee, the timing for submission oé thlissouri Statewide ContraQuarterly Administrative Fee
Report, and/or timing for payment of the administefee. The contractor shall understand andeagnat if
such an amendment is issued by the Division of lagiog, the contractor shall comply with all cootual
terms, as amended.

Other Contractual Requirements:

Contract - A binding contract shall consist of: (b RFP, addendums thereto, and any Best and Giffiexl
(BAFO) request(s) with RFP changes/additions, (@) ¢ontractor's proposal including any contracté&FB
response(s), (3) clarification of the proposalaify, and (4) the Division of Purchasing’s acceptant the
proposal by “notice of award”. All Exhibits andtAthments included in the RFP shall be incorporatexthe
contract by reference.

a. A notice of award issued by the State of Missowesl not constitute an authorization for shipment of
equipment or supplies or a directive to proceedh wérvices. Before providing equipment, supplied/ar
services for the State of Missouri, the contraatoist receive a properly authorized purchase ordether
form of authorization given to the contractor & thiscretion of the state agency.

b. The contract expresses the complete agreemeneqfatties and performance shall be governed sbiely
the specifications and requirements contained ithere

c. Any change to the contract, whether by modificatém/or supplementation, must be accomplished by a
formal contract amendment signed and approved dybatween the duly authorized representative of the
contractor and the Division of Purchasing priottlie effective date of such modification. The caator
expressly and explicitly understands and agredsnihather method and/or no other document, inolydi
correspondence, acts, and oral communications dyoar any person, shall be used or construed as an
amendment or modification to the contract.

Contract Period - The original contract period kbal as stated on the Notice of Award. The conhtsaall not
bind, nor purport to bind, the state for any coctiral commitment in excess of the original contyzertiod. The
Division of Purchasing shall have the right, aisitde option, to renew the contract for two (2)iaddal one-year
periods, or any portion thereof. In the event Bigision of Purchasing exercises such right, atim and
conditions, requirements and specifications ofdbmetract shall remain the same and apply duringrehewal
period, pursuant to applicable option clausesisfdbcument.

Renewal Periods - If the option for renewal is eigd by the Division of Purchasing, the contrastwll agree
that the prices for the renewal period shall naieexi the maximum price for the applicable renewasibg stated
on the Pricing Page of the contract.

a. If renewal prices are not provided, then pricesrdurenewal periods shall be the same as duringtigeal
contract period.

b. In addition, the contractor shall understand ang@dhat renewal period price increases specifiethe
contract are not automatic. At the time of corttreaonewal, if the state determines funding doespeoinit
the specified renewal pricing increase or evenréigothereof, the renewal pricing shall remain slaene as
during the previous contract period. If such acttie rejected by the contractor, the contract may b
terminated, and a new procurement process may h@ucted. The contractor shall also understand and
agree the state may determine funding limitatiopsessitate a decrease in the contractor’'s pricnghie
renewal period(s). If such action is necessary thedcontractor rejects the decrease, the contnagtbe
terminated, and a new procurement process mayrizicted.

Page 12 of 25



2.8.4

2.8.5

2.8.6

2.8.7

Termination - The Division of Purchasing resertles right to terminate the contract at any time, the
convenience of the State of Missouri, without pgnal recourse, by giving written notice to the tantor at
least thirty (30) calendar days prior to the effecdate of such termination. The contractor shallentitled to
receive compensation for services and/or suppktisated to and accepted by the State of Missounsymant to
the contract prior to the effective date of termiom

Transition:

a. Upon award of the contract, the contractor shaltkmeith the state agency and any other organization
designated by the state agency to ensure an orttarigition of services and responsibilities unther
contract and to ensure the continuity of thoseiseswequired by the state agency.

b. Upon expiration, termination, or cancellation oé ttontract, the contractor shall assist the stgémey to
ensure an orderly and smooth transfer of respditgibind continuity of those services required untie
terms of the contract to an organization designhtethe state agency. If requested by the stata@g the
contractor shall provide and/or perform any olihe following responsibilities:

1) The contractor shall deliver, FOB destination, atcords, documentation, reports, data,
recommendations, or printing elements, etc., whiehe required to be produced under the terms of the
contract to the state agency and/or to the staacs designee within seven (7) days after recdipt
the written request in a format and condition drat acceptable to the state agency.

2) The contractor shall discontinue providing senaceccepting new assignments under the terms of the
contract, on the date specified by the state agdancgrder to ensure the completion of such service
prior to the expiration of the contract.

3) If requested in writing via formal contract amendrmehe contractor shall continue providing anytpar
or all of the services in accordance with the teamd conditions, requirements and specificatiortbef
contract for a period not to exceed 90 calendas ddter the expiration, termination, or cancellatio
date of the contract for a price not to exceeddlmes set forth in the contract.

Contractor Liability - The contractor shall be respible for any and all personal injury (includidgath) or
property damage as a result of the contractor'Bgeege involving any equipment or service providedier the
terms and conditions, requirements and specifioatiof the contract. In addition, the contract@suases the
obligation to save the State of Missouri, includitgyagencies, employees, and assignees, from exgsnse,
liability, or payment arising out of such negligaat.

a. The contractor also agrees to hold the State ofddis, including its agencies, employees, and assig,
harmless for any negligent act or omission comuhithg any subcontractor or other person employedrby
under the supervision of the contractor under ¢hes of the contract.

b. The contractor shall not be responsible for anyrinpr damage occurring as a result of any negligehor
omission committed by the State of Missouri, inahggdits agencies, employees, and assignees.

c. Under no circumstances shall the contractor béditdy any of the following: (1) third party clagragainst
the state for losses or damages (other than thsisel labove); or (2) economic consequential damages
(including lost profits or savings) or incidentahrdages, even if the contractor is informed of their
possibility.

Insurance - The contractor shall understand aneeatirat the State of Missouri cannot save and hatchless
and/or indemnify the contractor or employees adaing liability incurred or arising as a resultasfy activity of
the contractor or any activity of the contractataployees related to the contractor's performamokeruthe
contract. Therefore, the contractor must acquiré maintain adequate liability insurance in thenf(s) and
amount(s) sufficient to protect the State of Miggdts agencies, its employees, its clients, deddgeneral public
against any such loss, damage and/or expensedétateis/her performance under the contract. Géreerd
other non-professional liability insurance shaltlimle an endorsement that adds the State of Misasuan
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2.8.8

additional insured. Self-insurance coverage ortt@roalternative risk financing mechanism may biéizet
provided that such coverage is verifiable and ooably reliable and the State of Missouri is prte#dcas an
additional insured.

a. Inthe event any insurance coverage is canceledsttte agency must be notified at least thirty ¢alendar
days prior to such cancelation.

Subcontractors - Any subcontracts for the prodsetsices described herein must include approppiaieisions
and contractual obligations to ensure the succefidfillment of all contractual obligations agredd by the
contractor and the State of Missouri and to ensia¢ the State of Missouri is indemnified, savedd &eld
harmless from and against any and all claims ofadgmloss, and cost (including attorney fees) of kend
related to a subcontract in those matters describethe contract between the State of Missouri &mel
contractor.

a. The contractor shall expressly understand and d@gegdie/she shall assume and be solely resporisidd
legal and financial responsibilities related to ¢éixecution of a subcontract.

b. The contractor shall agree and understand thaizattdn of a subcontractor to provide any of the
products/services in the contract shall in no welieve the contractor of the responsibility for yiding the
products/services as described and set forth herein

c. Pursuant to subsection 1 of section 285.530, RS$Mdaontractor or subcontractor shall knowingly eogpl
hire for employment, or continue to employ an uhatized alien to perform work within the state of
Missouri. In accordance with sections 285.52586.250, RSMo, a general contractor or subcontraaftor
any tier shall not be liable when such contractosubcontractor contracts with its direct subcartoawho
violates subsection 1 of section 285.530, RSMdhéf contract binding the contractor and subcontract
affirmatively states that:

1) The direct subcontractor is not knowingly in viabat of subsection 1 of section 285.530, RSMo, and

shall not henceforth be in such violation.
2) The contractor or subcontractor receives a swdidaait under the penalty of perjury attesting e t
fact that the direct subcontractor’'s employeedaaséully present in the United States.

2.8.9 Participation by Other Organizations - The convaatust comply with any Organization for the BliSteltered

Workshop, Service-Disabled Veteran Business Erisap{SDVE), participation levels committed to ineth
contractor's awarded proposal.

a. The contractor shall prepare and submit to thediowi of Purchasing a report detailing all paymenésie
by the contractor to Organizations for the Blind#éred Workshops, SDVESs, participating in the cactt

for the reporting period. The contractor must sibitme report on a monthly basis, unless otherwise

determined by the Division of Purchasing.

b. The Division of Purchasing will monitor the contiacs compliance in meeting the Organizations foz t
Blind/Sheltered Workshop and SDVE participation elev committed to in the contractor's awarded
proposal. If the contractor's payments to theipigkting entities are less than the amount conaahjtthe
state may cancel the contract and/or suspend cardéle contractor from participating in future etat
procurements, or retain payments to the contraat@n amount equal to the value of the particigatio
commitment less actual payments made by the cdatréc the participating entity. If the Divisiorf o

Purchasing determines that the contractor becomepl@nt with the commitment, any funds retained as

stated above, will be released.

c. If a participating entity fails to retain the rerpd certification or is unable to satisfactorilyrijoem, the
contractor must obtain other organizations for litied/sheltered workshops or other SDVEs to fulfiie
participation requirements committed to in the cactbr's awarded proposal.

1) The contractor must obtain the written approvathe Division of Purchasing for any new entities.
This approval shall not be arbitrarily withheld.
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d.

2) If the contractor cannot obtain a replacement gntiite contractor must submit documentation to the
Division of Purchasing detailing all efforts madesecure a replacement. The Division of Purchasing
shall have sole discretion in determining if théiats taken by the contractor constitute a goothfai
effort to secure the required participation and tiwee the contract will be amended to change the
contractor’s participation commitment.

No later than 30 days after the effective datehef first renewal period, the contractor must subamit
affidavit to the Division of Purchasing. The affidt must be signed by the director or managerhef t
participating Organizations for the Blind/Sheltek&drkshop verifying provision of products and/ongees
and compliance of all contractor payments madé¢oQrganizations for the Blind/Sheltered Workshops.
The contractor may use the affidavit available dme tDivision of Purchasing’'s website at
http://oa.mo.gov/sites/default/files/bswaffidavitabr another affidavit providing the same informatio

2.8.10 Substitution of Personnel - The contractor agre®$ @nderstands that any substitution of the smeéiéy
individual(s) and/or personnel qualifications idéetl in the proposal must be with individual(s) efual or
better qualifications than originally proposed.

2.8.11 Authorized Personnel:

a.

e.

The contractor shall only employ personnel autleatizo work in the United States in accordance with
applicable federal and state laws. This includési® not limited to the lllegal Immigration Reforaemd
Immigrant Responsibility Act (IIRIRA) and INA Seot 274A.

If the contractor is found to be in violation ofghiequirement or the applicable state, federallaaal laws

and regulations, and if the State of Missouri haasonable cause to believe that the contractor has
knowingly employed individuals who are not eligittework in the United States, the state shall hthee
right to cancel the contract immediately withouhgiey or recourse and suspend or debar the coatract
from doing business with the state. The state alag withhold up to twenty-five percent of the tota
amount due to the contractor.

The contractor shall agree to fully cooperate aitly audit or investigation from federal, statelamal law
enforcement agencies.

If the contractor meets the definition of a busiestity as defined in section 285.525, RSMo, [@rtg to
section 285.530, RSMo, the contractor shall maingiroliment and participation in the E-Verify feale
work authorization program with respect to the emgpes hired after enrollment in the program who are
proposed to work in connection with the contracdedvices included herein. If the contractor's bass
status changes during the life of the contractdoome a business entity as defined in section 285.5
RSMo, pertaining to section 285.530, RSMo, then dbetractor shall, prior to the performance of any
services as a business entity under the contract:

1) Enroll and participate in the E-Verify federal wakthorization program with respect to the emplsyee
hired after enrollment in the program who are psgubto work in connection with the services
required herein; AND

2) Provide to the Division of Purchasing the docuragoh required in the exhibit titled, Businessignt
Certification, Enrollment Documentation, and Affiita of Work Authorization affirming said
company’s/individual's enrollment and participation the E-Verify federal work authorization
program; AND

3) Submit to the Division of Purchasing a completentarized Affidavit of Work Authorization provided
in the exhibit titled, Business Entity CertificatioEnrollment Documentation, and Affidavit of Work
Authorization.

In accordance with subsection 2 of section 285.58Mo, the contractor should renew their Affidavft
Work Authorization annually. A valid Affidavit oWork Authorization is necessary to award any new
contracts.
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2.8.12 Prison Rape Elimination Act (PREA) Requirements:

a. The contractor’s personnel and agents providingiseiunder the contract amdthin the security perimeter

of the state agency’s institution must be at l1&8syears of age.

Prior to the provision of service, the state agen@y conduct a Missouri Uniform Law Enforcement
System (MULES) or other background investigation tbe contractor's personnel and agents. Such
investigation shall be equivalent to investigatiomguired of all personnel employed by the stagnayg.

1) The state agency shall have the right to deny acitegs the institution for any of the contractor's
personnel and agents, for any reason. Such d&maédll not relieve the contractor of any requireraent
of the contract.

The contractor must obtain written approval frone state agency’s Director of the Division of Adult
Institutions for any contractor personnel and agemtder active federal or state felony or misdemean
supervision, and contractor personnel and agents wiior felony convictions but not under active
supervision, prior to such personnel and agenfemeing contractual services.

The contractor and the contractor’'s personnel agehts shall at all times observe and comply with al
applicable state statutes, state agency rules,latemns, guidelines, internal management policy and
procedures, and general orders of the state aghatwre applicable, regarding operations and iiegvin
and about all state agency property. Furtherntbeecontractor and the contractor’s personnel syahts
shall not obstruct the state agency nor any afétignated officials from performing their dutiesrésponse

to court orders or in the maintenance of a secancesafe correctional environment. The contrackalls
comply with the state agency’s policy and procesluegating to personnel conduct.

1) The state agency has a zero tolerance policy for famm of sexual misconduct to include
staff/contractor/volunteer-on-offender or offenderoffender sexual harassment, sexual assaultasexu
abusive contact, and consensual sex. The contrantb the contractor’'s personnel and agents who
witness sexual misconduct must immediately repachdo the institution’s warden. If the contragtor
or the contractor's personnel and agents, engagédainto report, or knowingly condone sexual
misconduct with or between offenders, the contshall be subject to cancelation and the contramtor
the contractor’s personnel and agents may be dubjecdminal prosecution.

2) If the contractor, or the contractor’'s personnell agents, engage in sexual abuse in a prison, jail,
lockup, community confinement facility, juvenilecfity or other institution, the contractor or the
contractor’s personnel and agents shall be demieesa into the institution.

The contractor and the contractor’'s personnel ayahta shall not interact with the offenders exapis
necessary to perform the requirements of the contrdhe contractor and the contractor's persoianel
agents shall not give anything to nor accept angtifiom the offenders except in the normal perforoeaof
the contract.

2.8.13 Contractor Status - The contractor is an indepeindentractor and shall not represent the contractothe

2.8.14

2.8.15

contractor’'s employees to be employees of the Sthtdissouri or an agency of the State of Missoufihe
contractor shall assume all legal and financigboesibility for salaries, taxes, FICA, employeeng@ benefits,

workers compensation, employee insurance, minimuagewrequirements, overtime, etc., and agrees to

indemnify, save, and hold the State of Missousi,afficers, agents, and employees, harmless frainagainst,
any and all loss; cost (including attorney feeny] damage of any kind related to such matters.

Coordination - The contractor shall fully coordiaatl contract activities with those activitiestbé state agency.

As the work of the contractor progresses, advickiaformation on matters covered by the contraatidie made

available by the contractor to the state agendh@Division of Purchasing throughout the effecipeziod of the
contract.

Property of State - All documents, data, repomppties, equipment, and accomplishments prepactedished,
or completed by the contractor pursuant to the deomthe contract shall become the property ofSlete of

Page 16 of 25



Missouri. Upon expiration, termination, or canagtn of the contract, said items shall becomepttoperty of
the State of Missouri.

2.8.16 Confidentiality:

a. The contractor shall agree and understand thalisdussions with the contractor and all informatyamed
by the contractor as a result of the contractogidqggmance under the contract shall be confideatia that
no reports, documentation, or material preparectegsired by the contract shall be released to th#igp
without the prior written consent of the state agyen

b. If required by the state agency, the contractor amgl required contractor personnel must sign sipecif
documents regarding confidentiality, security, ¢hev similar documents upon request. Failure ef th
contractor and any required personnel to sign sieduments shall be considered a breach of coraratt
subject to the cancellation provisions of this duoeut.

2.8.17 Contractor Equipment Use:

a. Title to any equipment required by the contractigbe held by and vested in the contractor. ThegeSof
Missouri shall not be liable in the event of lossident, destruction, theft, damage, etc., foréqaipment.
It shall be the contractor’s sole responsibilityotitain insurance coverage for such loss in an atrtbat the
contractor deems appropriate.

b. Liability - The contractor shall agree that thetS8taf Missouri shall not be responsible for anyiliy
incurred by the contractor or the contractor's @ygs arising out of the ownership, selection, gesien,
leasing, rental, operation, control, use, mainteaardelivery, return, and/or installation of equemh
provided by the contractor, except as otherwisgigeal in the contract.

2.8.18 Commercial Drivers License - The contractor anddtetractor's drivers who, in the provision of segg under
the contract: (1) operate any single vehicle witBrass Vehicle Weight Rating (GVWR) of over 26,q8funds
or any combination vehicle with a Gross Combinatideight Rating of over 26,000 pounds provided thess
Vehicle Weight Rating of the vehicle(s) being towedn excess of 10,000 pounds, (2) operate argy/\shicle
which requires hazardous materials placards, (8)ate any vehicle designed to transport more tlBapetsons
(including the driver) transports more than 15 pess or (4) engage in any other activity outlinedthe
Commercial Motor Vehicle Safety Act, must complytiwiall other requirements in the Commercial Motor
Vehicle Safety Act. The contractor must submitgbror verification of compliance with such Act tbet state
agency no later than 30 calendar days after awfatteaontract.

29 Federal Funds Requirements - The contractor shall understand and agree thatdhract may involve the use
of federal funds. Therefore, for any federal funded, the following paragraphs shall apply:

2.9.1 Applicable Laws and Regulations - In performingrégsponsibilities under the contract, the contnastall fully
comply with the following Office of Management amilidget (OMB) administrative requirements and cost
principles, as applicable, including any subseqaemndments.

a. Uniform Administrative Requirements - OMB Circular102 — Grants and Cooperative Agreements with
State and Local Governments; and 2 CFR 215 — GaandsOther Agreements with Institutions of Higher
Learning, Hospitals and Other Non-Profit Organi@asi (OMB Circular A-110).

b. Cost Principles:

1) 2 CFR 225 — State, Local and Indian Tribal Goverms:i¢OMB Circular A-87);
2) 2 CFR 230 — Non-Profit Organizations (OMB Circubaf 22);

3) 2 CFR 220 Educational Institutions (OMB Circular24);

4) 48 CFR 31.2 — For-Profit Organizations; and

5) 45 CFR 74 Appendix E — Hospitals.

2.9.2 Steven’'s Amendment — In accordance with the Departsnof Labor, Health and Human Services, and Educa
and Related Agencies Appropriations Act, Public L&01-166, Section 511, “Steven's Amendment”’, the
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2.9.3

294

295

2.9.6

29.7

2.9.8

2.9.9

2.9.10
29.11

2.9.12

contractor shall not issue any statements, prdeases, and other documents describing projecsagrams
funded in whole or in part with Federal funds uslése prior approval of the state agency is obthared unless
they clearly state the following as provided by stegte agency:

a. The percentage of the total costs of the prograpraject which will be financed with Federal funds;

b. The dollar amount of Federal funds for the proggbrogram; and

c. The percentage and dollar amount of the total coSthe project or program that will be financed by
nongovernmental sources.

The contractor shall comply with 31 U.S.C. 135atiely to limitations on use of appropriated funal$nfluence
certain federal contracting and financial transangi No funds under the contract shall be usgzhyothe salary
or expenses of the contractor, or agent actinghfercontractor, to engage in any activity desigteethfluence
legislation or appropriations pending before theté&th States Congress or Missouri General Assemfliie

contractor shall comply with all requirements ofi35.C. 1352 which is incorporated herein as ifyfsket forth.

The contractor shall submit to the state agencyennaipplicable, Disclosure of Lobbying Activitiespoegting

forms.

The contractor shall comply with the requiremerftthe Single Audit Act Amendments of 1996 (P.L. 11B6)
and OMB Circular A-133, including subsequent ameeuit® or revisions, as applicable or 2 CFR 215.2& as
relates to for-profit hospitals and commercial omigations. A copy of any audit report shall betderthe state
agency each contract year if applicable. The estar shall return to the state agency any funsislldwed in an
audit of the contract.

The contractor shall comply with the Pro-Childrect Af 1994 (20 U.S.C. 6081), which prohibits smakwithin
any portion of any indoor facility used for the pigon of services for children as defined by thet. A

The contractor shall comply with 37 CFR part 4(Rights to Inventions Made by Nonprofit Organizagand
Small Business Firms Under Government Grants, @otg#rand Cooperative Agreements," and any implangent
regulations, as applicable.

The contractor shall comply with all applicablerstards, orders or regulations issued pursuantet@than Air
Act (42 U.S.C. 7401 et seq.) and the Federal WRawdution Control Act as amended (33 U.S.C. 1254eet).

If the contractor is a sub-recipient as definedMB Circular A-133, Section 210, the contractorlsbhamply
with all applicable implementing regulations, atidbther laws, regulations and policies authorizarggoverning
the use of any federal funds paid to the contrabimugh the contract.

The contractor shall comply with the public poli®quirements as specified in the Department of tHeshd
Human Services (HHS) Grants Policy Statement:
(http://www.hhs.gov/asfr/ogapa/aboutog/hhsgps10Y.pdf

The contractor shall comply with Trafficking VictarProtection Act of 2000 (22 U.S.C. 7104), as arednd

The contractor shall provide a drug free workplecaccordance with the Drug Free Workplace Act @88 and
all applicable regulations. The contractor shalbart any conviction of the contractor’'s personuaeter a
criminal drug statute for violations occurring dretcontractor's premises or off the contractorsntises while
conducting official business. A report of a cotizio shall be made to the state agency within (&eworking
days after the conviction.

Contractor Whistleblower Protections:

a. The contractor shall comply with the provisionsddf U.S.C. 4712 that states an employee of a cdaotrac
subcontractor, grantee, or subgrantee may notdebaliged, demoted or otherwise discriminated aaga
reprisal for “whistleblowing”. In addition, whigtblower protections cannot be waived by any agreeme
policy, form, or condition of employment.
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C.

The contractor's employees are encouraged to régard, waste, and abuse. The contractor shailrimf
their employees in writing they are subject to fatlevhistleblower rights and remedies. This noéfion
must be in the predominant native language of thekforce.

The contractor shall include this requirement ig agreement made with a subcontractor or subgrantee

2.9.13 Non-Discrimination and ADA - The contractor shatineply with all federal and state statutes, regofegiand
executive orders relating to nondiscrimination agdial employment opportunity to the extent appleab the
contract. These include but are not limited to:

a.

.

s

Title VI of the Civil Rights Act of 1964 (P.L. 8852) which prohibits discrimination on the basisrate,
color, or national origin (this includes individsalvith limited English proficiency) in programs and
activities receiving federal financial assistanod aitle VIl of the Act which prohibits discriminiain on the
basis of race, color, national origin, sex, orgieln in all employment activities;

Equal Pay Act of 1963 (P.L. 88 -38, as amended).8C. Section 206 (d));

Title IX of the Education Amendments of 1972, aseaded (20 U.S.C 1681-1683 and 1685-1686) which
prohibits discrimination on the basis of sex;

Section 504 of the Rehabilitation Act of 1973, aseaded (29 U.S.C. 794) and the Americans with
Disabilities Act of 1990 (42 U.S.C. 12101 et seghjch prohibit discrimination on the basis of dididiles;

The Age Discrimination Act of 1975, as amended ((¥3.C. 6101-6107) which prohibits discrimination on
the basis of age;

Equal Employment Opportunity — E.O. 11246, “Equahffoyment Opportunity”, as amended by E.O.
11375, “Amending Executive Order 11246 Relatingtmal Employment Opportunity”;

Missouri State Regulation, 19 CSR 10-2.010, Ciwgl®s Requirements;

Missouri Governor’s E.O. #94-03 (excluding artitilelue to its repeal);

Missouri Governor’s E.O. #05-30; and

The requirements of any other nondiscriminatiorefatiand state statutes, regulations and execotoers
which may apply to the services provided via theticoct.

2.10 Business Associate Provisions:

2.10.1 Health Insurance Portability and Accountability Adt1996, as amended - The state agency and theactor
are both subject to and must comply with provisiohthe Health Insurance Portability and AccourtgbAct of
1996 (HIPAA), as amended by the Health Informatibechnology for Economic and Clinical Health Act
(HITECH) (PL-111-5) (collectively, and hereinaftedlPAA) and all regulations promulgated pursuant to
authority granted therein. The contractor cont#ita “Business Associate” of the state agencyeréfore, the
term, “contractor” as used in this section shalam&usiness Associate.”

a.

The contractor agrees that for purposes of theri@gsi Associate Provisions contained herein, tesad u
but not otherwise defined shall have the same megaas those terms defined in 45 CFR Parts 160 é4d 1
and 42 U.S.C. 88 1792%. seqincluding, but not limited to the following:

1) “Access”, “administrative safeguards”, “confidetiti’, “covered entity”, “data aggregation”,
“designated record set”, “disclosure”, “hybrid éyiti “information system”, “physical safeguards”,
“required by law”, “technical safeguards”, “use”dafworkforce” shall have the same meanings as
defined in 45 CFR 160.103, 164.103, 164.304, add5D3. and HIPAA.

2) “Breach” shall mean the unauthorized acquisitioogess, use, or disclosure of Protected Health
Information which compromises the security or peciwaf such information, except as provided in 42
U.S.C. § 17921. This definition shall not applythe term “breach of contract” as used within the
contract.

3) “Business Associate” shall generally have the sameaning as the term “business associate” at 45 CFR
160.103, and in reference to the party to thisergent, shall mean the contractor.

4) “Covered Entity” shall generally have the same nmgaras the term “covered entity” at 45 CFR
160.103, and in reference to the party to thisemgent, shall mean the state agency.
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5) “Electronic Protected Health Information” shall meiaformation that comes within paragraphs (1)(i)
or (1)(ii) of the definition of Protected Healthfdmmation as specified below.

6) “Enforcement Rule” shall mean the HIPAA Adminisivat Simplification: Enforcement; Final Rule at
45 CFR Parts 160 and 164.

7) “HIPAA Rules” shall mean the Privacy, Security, Bea Notification, and Enforcement Rules at 45
CFR Part 160 and Part 164.

8) ‘“Individual” shall have the same meaning as thet&ndividual” in 45 CFR 160.103 and shall include
a person who qualifies as a personal representataecordance with 45 CFR 164.502 (g).

9) “Privacy Rule” shall mean the Standards for Privatyndividually Identifiable Health Information at
45 CFR Part 160 and Part 164, Subparts A and E.

10) “Protected Health Information” as defined in 45 CER0.103, shall mean individually identifiable
health information:

- (a) Except as provided in paragraph (b) of thedirdtion, that is: (i) Transmitted by electronic
media; or (ii) Maintained in electronic media; ai) (Transmitted or maintained in any other form or
medium.

- (b) Protected Health Information excludes indixtly identifiable health information in (i)
Education records covered by the Family Educati&ights and Privacy Act, as amended, 20 U.S.C.
1232g; (ii) Records described at 20 U.S.C. 12324)&3)(iv); and (iii) Employment records held by
a covered entity (state agency) in its role as eyl

11) “Security Incident” shall be defined as set fonththe “Obligations of the Contractor” section oéth
Business Associate Provisions.

12) “Security Rule” shall mean the Security Standamisthe Protection of Electronic Protected Health
Information at 45 CFR Part 164, Subpart C.

13) “Unsecured Protected Health Information” shall m@aatected Health Information that is not secured
through the use of a technology or methodologyrdgteed in accordance with 42 U.S.C. § 17932 or as
otherwise specified by the secretary of Healthldothan Services.

b. The contractor agrees and understands that wheretigs document the term Protected Health Infaroma
is used, it shall also be deemed to include ElaatrBrotected Health Information.

c. The contractor must appropriately safeguard Preteétealth Information which the contractor receives
from or creates or receives on behalf of the sagiency. To provide reasonable assurance of apat®pr
safeguards, the contractor shall comply with theirmss associate provisions stated herein, asawetie
provisions of the Health Insurance Portability éatountability Act of 1996 (HIPAA), as amended et
Health Information Technology for Economic and @al Health Act (HITECH) (PL-111-5) and all
regulations promulgated pursuant to authority gediiherein.

d. The state agency and the contractor agree to atherabntract as is necessary for the parties tgowmith
the requirements of HIPAA and the Privacy Rule,usiég Rule, Enforcement Rule, and other rules &arla
promulgated (hereinafter referenced as the regumistpromulgated thereunder). Any ambiguity in the
contract shall be interpreted to permit compliawdé the HIPAA Rules.

2.10.2 Permitted Uses and Disclosures of Protected Héaihmation by the Contractor:
a. The contractor may not use or disclose Protectedtidnformation in any manner that would violate

Subpart E of 45 CFR Part 164 if done by the stgemey, except for the specific uses and disclosarédse
contract.
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b. The contractor may use or disclose Protected Héafitihhmation to perform functions, activities, arsices
for, or on behalf of, the state agency as specifidtie contract, provided that such use or disc®svould
not violate HIPAA and the regulations promulgateereunder.

c. The contractor may use Protected Health Informatioreport violations of law to appropriate Fedexatl
State authorities, consistent with 45 CFR 164.50(B(and shall notify the state agency by no |#ten ten
(10) calendar days after the contractor becomesea@fdhe disclosure of the Protected Health Inforom.

d. If required to properly perform the contract antljeat to the terms of the contract, the contraatay use or
disclose Protected Health Information if necesdarythe proper management and administration of the
contractor’s business.

e. If the disclosure is required by law, the contract@ay disclose Protected Health Information toyaut the
legal responsibilities of the contractor.

f. If applicable, the contractor may use ProtecteditHdaformation to provide Data Aggregation seng@de
the state agency as permitted by 45 CFR 164.5@3(8]B).

g. The contractor may not use Protected Health Infionao de-identify or re-identify the informatian
accordance with 45 CFR 164.514(a)-(c) without dpewiritten permission from the state agency tesdo

h. The contractor agrees to make uses and discloanteeequests for Protected Health Information ctest
with the state agency’s minimum necessary poliares procedures.

2.10.3 Obligations and Activities of the Contractor:

a. The contractor shall not use or disclose Protektealth Information other than as permitted or respliby
the contract or as otherwise required by law, amall comply with the minimum necessary disclosure
requirements set forth in 45 CFR § 164.502(b).

b. The contractor shall use appropriate administratpleysical and technical safeguards to preventanse
disclosure of the Protected Health Information othan as provided for by the contract. Such s&isds
shall include, but not be limited to:

1) Workforce training on the appropriate uses andlasseces of Protected Health Information pursuant to
the terms of the contract;

2) Policies and procedures implemented by the comiractprevent inappropriate uses and disclosures of
Protected Health Information by its workforce anbntractors, if applicable;

3) Encryption of any portable device used to accesmaintain Protected Health Information or use of
equivalent safeguard;

4) Encryption of any transmission of electronic comioation containing Protected Health Information
or use of equivalent safeguard; and

5) Any other safeguards necessary to prevent the iopgpte use or disclosure of Protected Health
Information.

c. With respect to Electronic Protected Health Infaiiorg the contractor shall use appropriate adnritiste,
physical and technical safeguards that reasonalglyappropriately protect the confidentiality, inieégand
availability of the Electronic Protected Health dmhation that contractor creates, receives, maistar
transmits on behalf of the state agency and comyitly Subpart C of 45 CFR Part 164, to prevent use o
disclosure of Protected Health Information othamtlas provided for by the contract.

d. In accordance with 45 CFR 164.502(e)(1)(ii) and.268(b)(2), the contractor shall require that agerd or
subcontractor that creates, receives, maintaing,aosmits Protected Health Information on behélthe
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contractor agrees to the same restrictions, camditiand requirements that apply to the contrawitr
respect to such information.

By no later than ten (10) calendar days after pcef a written request from the state agency, or a
otherwise required by state or federal law or ratjoth, or by another time as may be agreed upevnriting

by the state agency, the contractor shall makecth@ractor’s internal practices, books, and records
including policies and procedures and Protectedthidaformation, relating to the use and disclosafe
Protected Health Information received from, credigdor received by the contractor on behalf of stete
agency available to the state agency and/or t&#ueetary of the Department of Health and HumamiSes

or designee for purposes of determining compliamte the HIPAA Rules and the contract.

The contractor shall document any disclosures afarmation related to such disclosures of Protected
Health Information as would be required for thdestgency to respond to a request by an indivifturain
accounting of disclosures of Protected Health imitron in accordance with 42 USCA 817932 and 45 CFR
164.528. By no later than five (5) calendar dafyseoeipt of a written request from the state ageoc as
otherwise required by state or federal law or ratjoth, or by another time as may be agreed upevnriting

by the state agency, the contractor shall prowidacgounting of disclosures of Protected Healtbrimgtion
regarding an individual to the state agency. luesged by the state agency or the individual, trractor
shall provide an accounting of disclosures diretdlyhe individual. The contractor shall maintaimecord

of any accounting made directly to an individuatheg individual's request and shall provide suatord to

the state agency upon request.

In order to meet the requirements under 45 CFR5P&4.regarding an individual's right of access, the
contractor shall, within five (5) calendar dayddaling a state agency request, or as otherwiserestjby
state or federal law or regulation, or by anoth@etas may be agreed upon in writing by the stgéney,
provide the state agency access to the ProtectalthHaformation in an individual’s designated retaset.
However, if requested by the state agency, theractar shall provide access to the Protected Health
Information in a designated record set directljhmindividual for whom such information relates.

At the direction of the state agency, the contnastwall promptly make any amendment(s) to Protected
Health Information in a Designated Record Set pamsto 45 CFR 164.526.

The contractor shall report to the state agencgsuity Officer any security incident immediatelpan
becoming aware of such incident and shall take idiate action to stop the continuation of any such
incident. For purposes of this paragraph, securigident shall mean the attempted or successful
unauthorized access, use, modification or destmaf information or interference with systems @iens

in an information system. This does not includeat incidents that occur on a daily basis, sushseans,
“pings,” or unsuccessful attempts that do not paetcomputer networks or servers or result inrfietence
with system operations. By no later than five &ys after the contractor becomes aware of suétient;

the contractor shall provide the state agency utgcOfficer with a description of any remedialtian
taken to mitigate any harmful effect of such incidend a proposed written plan of action for apptdkiat
describes plans for preventing any such futurerigdocidents.

The contractor shall report to the state agencyigaBy Officer any unauthorized use or disclosufe o
Protected Health Information not permitted or reegiias stated herein immediately upon becomingewar
of such use or disclosure and shall take immedietien to stop the unauthorized use or disclos@g.no
later than five (5) calendar days after the comtrabecomes aware of any such use or disclosuee, th
contractor shall provide the state agency’s Priv@tfyjcer with a written description of any remedaadtion
taken to mitigate any harmful effect of such disdi@ and a proposed written plan of action for aysr
that describes plans for preventing any such futaethorized uses or disclosures.

The contractor shall report to the state agencgsufity Officer any breach immediately upon becamin
aware of such incident and shall take immediatmadb stop the continuation of any such incideBy no
later than five (5) days after the contractor beesmware of such incident, the contractor shaNigeothe
state agency’s Security Officer with a descriptdrthe breach, the information compromised by tfezabh,
and any remedial action taken to mitigate any hareffect of such incident and a proposed writtkm gor
approval that describes plans for preventing agh $uture incidents.
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I.  The contractor’'s reports required in the precediagagraphs shall include the following information
regarding the security incident, improper discleguse, or breach, (hereinafter “incident”):

1) The name, address, and telephone number of eaistidimal whose information was involved if such
information is maintained by the contractor;

2) The electronic address of any individual who hacg@d a preference of contact by electronic mail,

3) A brief description of what happened, including tth&te(s) of the incident and the date(s) of the
discovery of the incident;

4) A description of the types of Protected Health infation involved in the incident (such as full name
Social Security Number, date of birth, home addrassount number, or disability code) and whether
the incident involved Unsecured Protected Healtbrination; and

5) The recommended steps individuals should take atepr themselves from potential harm resulting
from the incident.

m. Notwithstanding any provisions of the Terms and @wons attached hereto, in order to meet the
requirements under HIPAA and the regulations prgaiad thereunder, the contractor shall keep améhret
adequate, accurate, and complete records of thandotation required under these provisions for a
minimum of six (6) years as specified in 45 CFR{R&A.

n. Contractor shall not directly or indirectly receivemuneration in exchange for any Protected Health
Information without a valid authorization.

o. If the contractor becomes aware of a pattern akiactor practice of the state agency that constgua
material breach of contract regarding the state@ge obligations under the Business Associateifions
of the contract, the contractor shall notify thatstagency’s Security Officer of the activity oagtice and
work with the state agency to correct the breaatoatract.

p. The contractor shall indemnify the state agencynfemy liability resulting from any violation of tHerivacy
Rule or Security Rule or Breach arising from the@dwuct or omission of the contractor or its empldgge
agent(s) or subcontractor(s). The contractor skatiburse the state agency for any and all actoeldirect
costs and/or losses, including those incurred utttercivil penalties implemented by legal requireisg
including but not limited to HIPAA as amended by tHealth Information Technology for Economic and
Clinical Health Act, and including reasonable at&y’'s fees, which may be imposed upon the statecgge
under legal requirements, including but not limitedHIPAA’s Administrative Simplification Rules, iamg
from or in connection with the contractor's neghg®r wrongful actions or inactions or violationkthis
Agreement.

2.10.4 Obligations of the State Agency:
a. The state agency shall notify the contractor ofthtion(s) that may affect the contractor’'s usalisclosure
of Protected Health Information, by providing thentractor with the state agency’s notice of privacy
practices in accordance with 45 CFR 164.520.

b. The state agency shall notify the contractor of ahgnges in, or revocation of, authorization by an
Individual to use or disclose Protected Health dmfation.

c. The state agency shall notify the contractor of eastriction to the use or disclosure of Protedteglith
Information that the state agency has agreed &oéordance with 45 CFR 164.522.

d. The state agency shall not request the contraotarsé or disclose Protected Health Informationng a
manner that would not be permissible under HIPAA tire regulations promulgated thereunder.
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2.10.5 Expiration/Termination/Cancellation - Except as vided in the subparagraph below, upon the expimatio
termination, or cancellation of the contract fory aieason, the contractor shall, at the discretibnhe state
agency, either return to the state agency or desilitoProtected Health Information received by tduatractor
from the state agency, or created or received éyctimtractor on behalf of the state agency, antll sbaretain
any copies of such Protected Health Informatiohis provision shall also apply to Protected Heaiformation
that is in the possession of subcontractor or agafrthe contractor.

a. In the event the state agency determines thatniauor destroying the Protected Health Informat®mot
feasible, the contractor shall extend the protestiof the contract to the Protected Health Inforomator as
long as the contractor maintains the Protectedthiéalormation and shall limit the use and disclesaf the
Protected Health Information to those purposestiade return or destruction of the information asible.
If at any time it becomes feasible to return ortgsany such Protected Health Information mairgein
pursuant to this paragraph, the contractor mustynibte state agency and obtain instructions from $tate
agency for either the return or destruction ofRhetected Health Information.

2.10.6 Breach of Contract — In the event the contractdnibreach of contract with regard to the busiressociate
provisions included herein, the contractor agr&ées in addition to the requirements of the contratated to
cancellation of contract, if the state agency detiees that cancellation of the contract is notif#dasthe State
of Missouri may elect not to cancel the contract, the state agency shall report the breach ofraonto the
Secretary of the Department of Health and HumamiGss.
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ATTACHMENT 2

POTENTIAL DOCUMENTSTO BE DESTROYED

The following materials shall be considered accbfgdor document destruction and disposal servipgsuant to the requirements of this
document.

e Copier paper

e Computer paper
* Fax paper

e Ledger paper

» Card Stock

* NCR forms (carbonless)
* Road maps

* Regular 10#

All envelopes with or without adhesive labels atahgs, and withor | ¢ Window

without windows, including, but not limited to: «  Kraft (brown)

*  White

White and Colored Paper and cardstock (all graddscalors),
including, but not limited to:

Adding Machine Tape

Post-it Notes

File Folders (manila)

Copier paper (ream) wrappers
Shredded paper May be in bags

Confidential materials Boxed and marked as confidential
* Newspapers

» City Telephone Books

Newsprint Paper and Publications, including, butlimoited to: e State Telephone Books
e Missouri State Statute Books and
Revisions
Books or bound materials, regardless of qualitgayer or type of
binding
« Magazines
e Catalogs
e Junk Malil

Gl d ted , including, but not limtted )
0SSy and coated paper, Inciuding, but notfim + Sales Literature & brochures

+ Calendars
+ Publications
e Paperclips

e Staples
Non-paper items, including, but not limited to: e Spiral and GBC (plastic comb)
bindings

+ Rubber bands
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