PrRoDUCT COMPONENT

DEFINITION

Name LexisNexis

Identity verification and authentication solutions provide business functions the ability to
perform identity proofing and fraud detection utilizing disparate data from numerous
external sources. Identity proofing provides a strong layer of authentication and verification
for systems that must ensure that the individual utilizing a state service is truly that
particular individual. Identity verification and authentication differs from identity
management in that identity verification and authentication does not manage identities but
authenticates and verifies the users within identity management systems.

Description

ITSD has selected LexisNexis as the standard for identity verification and authentication.
LexisNexis differentiates itself from the competition by primarily relying on its public data
aggregation to perform its services. Public data aggregation has been LexisNexis’ strong
suit since the 1970s and strengthened their foundation in this marketspace with the
acquisition of ChoicePoint in 2008. LexisNexis has over 36 billion public and proprietary
records, one billion business contacts, and 500 million consumer identities. LexisNexis
Rationale identity repository includes more than 95% of the US adult population, including
individuals with limited credit and financial histories.

There are other vendors that provide the same services as LexisNexis but leverage credit
report headers as their primary source. Authenticating and verifying identities based
primarily on credit report headers presents a problem. Low income, underserved individuals
may not have enough credit history for these solutions to properly function.

¢ Quickly and accurately authenticates a person's identity for safer, more efficient
online or in-person transactions.

e Ensures applicants, customers or employees have provided valid identity
information.

e Validates beneficiary integrity by analyzing a batch file of identities and reports

Benefits . I . . -
back changes in wealth, living status (death), incarceration, and other indicators.
e Ensure compliance when transactions involve products and services legally
requiring the purchaser or user to be of a specific age.
ASSOCIATED ARCHITECTURE LEVELS
Specify the Domain Name Security

Specify the Discipline Name Technical Controls

Specifythe name of the

associated Technology Area Identification/Authentication
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VENDOR INFORMATION

Vendor Name

LexisNexis

Website LexisNexis.com

Contact Information
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Name Website
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COMPONENT REVIEW
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Product
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COMPONENT CLASSIFICATION

Provide the Classification

1 Emerging

X Current [ Twilight

[ Sunset

Sunset Date

COMPONENT SUB-CLASSIFICATION

Sub-Classification

Date

Additional Sub-Classification Information

[ Technology Watch

[ Variance

] Conditional Use
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