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DEFINITION

Name Intrusion Detection Systems (IDS)

Intrusion Detection is the process of monitoring the events occurring in a
computer system or network and analyzing them for signs of intrusions,
defined as attempts to compromise the confidentiality, integrity, availability,
or to bypass the security mechanisms of a computer or network. Intrusion
Detection Systems (IDS) are software or hardware products that automate
this monitoring and analysis process.
Intrusion detection allows State of Missouri organizations to protect their
systems from the threats that come with increasing network connectivity and
Rationale reliance on information systems. Given the level and nature of modern
network security threats, the question for security professionals should not be
whether to use IDS, but which IDS features and capabilities to use.
e IDS prevents problem behaviors by increasing the perceived risk of
discovery and punishment for those who would attack or otherwise abuse
a system.

e IDS detects attacks and other security violations that are not prevented by
Benefits other security measures.

e An IDS can act as a quality control for security design and administration.

e IDS provides useful information about intrusions that do take place,
allowing improved diagnosis, recovery, correction of causative factors, and
data for potential prosecution.
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