Technology Area

DEFINITION

Name Secure Gateways and Firewalls

Secure gateways and firewalls are devices or systems that control the flow of
traffic between networks employing differing security postures. There are
several types of secure gateways and firewalls, ranging from boundary routers

Description . .
escriptio that can provide access control, to even more powerful systems that can filter
on the content of the traffic.
Secure gateways and firewalls are standard equipment for Internet and
boundary connections, and protect sites from exploitation of inherent
Rationale vulnerabilities. Additionally, they help mitigate problems associated with

unsecured systems and the problems inherent in providing robust security for
large numbers of systems.

e Secure gateway and firewall technologies can integrate with other security
and intrusion detection systems.
e Secure gateways can scan for viruses and malicious code in electronic mail
Benefits and web pages.
e Secured gateways and firewalls are used to restrict connectivity to and
from internal networks servicing more sensitive functions.

ASSOCIATED ARCHITECTURE LEVELS

List the Domain Name Security
List the Discipline Name Technical Controls

Associated Compliance Components

e Firewall Selection
o0 Stateful Inspection Firewalls
o Packet Filter Firewalls
0 Application-Proxy Gateway Firewalls
o0 Personal Firewalls
o0 Dedicated Proxy Servers
e Firewall Environments
e Firewall Administration
e Firewall Rules

Associated Product Components

List the Compliance
Component Names

List the Product Component
Names
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