
  
 
 

PROGRAM DESCRIPTION 
 

Department Office of Administration - ITSD  HB Section(s): 5.025 

Program Name Office of Cyber Security  

Program is found in the following core budget(s): Information Technology Services Division 

 
1a. What strategic priority does this program address? 
 

 Deliver the right stuff at the right price and at the right time 

 Partner to innovate the way we work 

 Use data and analytics to improve decision making and transparency 
 
The Office of Cyber Security (OCS) addresses the digital threats to the State of Missouri’s data and other resources. 
 
1b.  What does this program do? 
 

 The Office of Cyber Security (OCS) addresses the digital threats to the State of Missouri’s data and other resources to prevent data breaches. OCS is 
responsible for managing all information security related events within the enterprise and ensuring proper administrative and technical controls are 
implemented to safeguard the State of Missouri’s information systems. OCS promotes and provides expertise in information security management for all 
state agencies and supports national and local homeland information security efforts. 
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2a.  Provide an activity measure(s) for the program. 
 

 
 
OCS conducts regular end user education and periodic end user assessments by simulating phishing attacks. The goal is to make the end users aware of various 
social engineering attacks, with the result of reducing end user security risks. The chart above depicts the resulting ability of end users to identify an incident.   
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2b. Provide a mea sure(s) of the program’s quality.  
 

 
 
 

Awards 

 StateScoop’s 50 - 2020 State Cybersecurity Leader  

 CSO Magazine’s 2018 CSO50 Award – Missouri’s 

Awareness Program 

 SC Magazine’s 2018 CSO of the Year Finalist 

 SANS Institute 2017 Difference Makers Award – Using 

Public Data to Alert  

 NASCIO 2018 Cyber Security Award - Vendor Security 

Risk Management and Benchmarking Organizations 

 CSO Magazine’s 2017 CSO50 Award – Using Public Data 

to Alert Organizations 

 StateScoop’s 2016 Innovation of the Year – Cyber Portal 

 StateScoop’s 2016 Golden Gov Finalist 

 SC Magazine’s 2016 CSO of the Year Finalist 

 FireEye’s Overall Excellence in Cyber Security Award in 

2015 

 

NOTE:  State of Missouri may include assets that while related to 

State business are not maintained by the State.  State of Missouri 

Corporate includes only assets within the State of Missouri.  

Scores can vary.  
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2c.  Provide a measure(s) of the program’s impact. 
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2d.  Provide a measure(s) of the program’s efficiency. 
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Hours saved by agency is an 

estimated representation of 

the time an employee would 

be without computer 

resources due to a security 

incident.   

 

NOTE:  COMBO agency 

indicates phishing campaigns 

that affected numerous 

agencies at one time.  
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3.  Provide actual expenditures for the prior three fiscal years and planned expenditures for the current fiscal year.  (Note: Amounts do not include 
fringe benefit costs.) 
 

 
4.  What are the sources of the “Other” funds? 
 

 N/A 
 
5.  What is the authorization for this program, i.e., federal or state statute, etc.?  (Include the federal program number, if applicable.) 
 

 37.005.8, RSMo 
 
6.  Are there federal matching requirements?  If yes, please explain. 
 

 No 
 
7.  Is this a federally mandated program?  If yes, please explain. 
 

 No 
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